Oo0ocHoBaHMe
HEBO3MOKHOCTH COOJIIOIeHHUsI 3alPeTa Ha JO0MYCK MPOrpaMMHOI0
obecnieuenus (masee — I10), nponcxoasinmero U3 HHOCTPAHHBIX I'OCYIAPCTB,
IJIS1 1eJied ocylecTBJIeH sl 3aKYIOK /ISl 00ecredeHusi rocy1apCcTBEHHbIX U
MYHHIMIAJIbHBIX HYK/

B cootBerctBum ¢ Jlupekturoit IlpaButennbctBa Poccuiickoit denepanuum ot 11
utonist 2016 1. Ne 4 mpencraButensiM uHTepecoB Poccuiickoit ®Denepanuu st
y4acTHsl B 3aCElIaHHUSIX COBETOB JUPEKTOPOB (HAOIIOIATEIBHBIX COBETOB)
aKLIIMOHEPHBIX OOLIECTB, BKJIIOUEHHBIX B CIIELIMAJIbHBIN NEPEYEHb, YTBEPKIACHHBIM
pacnopspkenuem IIpaBurensctBa Poccuiickonn @enepanuu ot 23 siBaps 2003 r.
Ne 91-p u, pykoBoactBysich ctathelt 12.1 @enepanbHoro 3akoHa ot 27 utoist 2006 r.
Ne149-03 «O6 wundopmanmu, HWHOOPMALMOHHBIX TEXHOJOTHUSX M O 3allUTe
uHpopMaIm (mamee — peectp), AKITMOHEpHOE 00111eCTBO
«O0beuHeHHas 3epHOBas KOMITaHUSD) IPEICTABIIAET 000CHOBaHUE
HEBO3MOKHOCTH COOJIIOJIEHUS 3alpeTa Ha JOMYCK IMPOrpaMMHOro oOecreydeHus,
IIPOUCXOSIIETO U3 HHOCTPAHHBIX TOCYAAPCTB:

O0beKT 3aKyNKH: OKa3aHHE YCJYI MO0 NMPeI0CTABJICHUIO (IPOAJICHUIO)
HEMCKJIIYNTEIbHbIX NMpPaB (JMIEH3Uil) HA HMCIOJIb30BaHME IMPOrPaMMHOIO
o0ecnieuenust Microsoft

1. O0bekT 3aKkynku (J10T) — JIMIEH3MA TOCTyIIA K CEpBEpPaM YIIPaBICHUSA
u mouutopunra SysCtrCltMgmtSte ALNG LicSAPk OLV NL 1Y AP PerOSE
1.1. OO0cTosiTENBLCTBO, 00yci0BJIMBaOIIICE HEeBO3MOKHOCTDb

co0J1r01eHMs 3anpera;

[Tognynkr «6» mnyHkra 2 Ilopsinka MOATOTOBKM — OOOCHOBaHUS
HEBO3MOKHOCTH COOJIOJIEHUs 3ampeTa Ha JOMYCK MPOrPaMMHOTO OOecreyeHus,
MPOUCXOIAIIETO U3 THOCTPAHHBIX TOCYAAPCTB, IJIs LEJIEH OCYIIECTBICHUS 3aKyIIOK
JUIsl 00€CTIeUeHUs TOCYNapCTBEHHBIX UM MYHUIIMIAIBHBIX HYXI, YTBEP>KIECHHOTO
[Toctanosnenunem IlpaBurensctBa Poccuiickoit @enepamnuu ot 16 HOs1O6ps 2015 T.
Neo 1236, a umeHHO: mporpaMMHOe oOecrieueHue, CBEICHUS 0 KOTOPOM BKJIFOUCHBI B
pEeecTp M KOTOPOE COOTBETCTBYET TOMY K€ KJIACCYy MPOTPaMMHOTO OOECTICUEHHS,
YTO W TPOrpaMMHOE OO€eCleueHHe, IUIAHUPYEeMOE K 3aKyIlKe, MO0 CBOUM
(YHKIIMOHATBHBIM, TEXHUYECKUM U (WJIM) DKCIUTyaTallMOHHBIM XapaKTEePUCTUKAM
HE COOTBETCTBYET YCTAHOBJICHHBIM 3aKa3YMKOM TPEOOBAHUSIM K IJIAHUPYEMOMY K
3aKyIKe MpOrpaMMHOMY 00€CTICUEHUIO.

1.2. Kuaacc (kigaccel) mporpamMmMHoOro ooecnedenusi: «CepBepHoe U
cszytoiee [10».

1.3. Tpe6oBanus K (PyHKIMOHAJILHBIM, TEeXHUYECKUM "
IKCILUIYATAIIMOHHBIM  XAPAKTEPUCTHKAM  NPOrpaMMHOr0  obecreveHus,
SIBJISIIOIET0CH 00 beKTOM 3aKYIKH:

[TakeT nuIeH3U JOJHKEH MOAAEPKUBATH!



- obecrniedyeHue TOJIHOM MOAMEPKKUA TUTIEPBU30pa HA 0a3e TEXHOJIOTUU
Hyper-V Bkitouast pa3BepThIBaHUE BUPTYATU3UPOBAHHBIX CETEH;

- pa3BepThIBAaHUE U YIPABICHHUE 3alUIICHHBIMU OT aJMUHHUCTPATOpPOB
BUPTYaJIbHBIMU MAllIHHAMU;

- CTaHJapTHBINA U HE TPEOYIOIUHI TOMOJIHUTENbHBIX 3aTpaT PYHKIIMOHAI
pa3BeptbiBanus Ha 6aze [1O yacTHOTO OOJaKa ¢ MOJIb30BATEIBCKUM UHTEPhENCOM;

- wuHrerpammo IIO ¢ cucremamMu MW CETIMH XPAaHEHUS JAHHBIX C
WCITOJIb30BaHUEM TTpoTOKoIa SMI-S;

- TOJIHYIO YIPaBIIIEMOCTh (peai30BaHbl BCE YIPABIISIIONINE KOMAH/IbI)
C IOMOIIIBIO A3bIKA MPOTPAMMHUPOBAHUSI CIICHAPUEB;

- WUCIOJb30BaHUE KOMIUIEKCHOW «MOJEIM 3JI0POBbS» Kak IS
(bU3UYECKUX PTIEMEHTOB MOHUTOPHUHTA, TAK U JJIsl BUPTYAIbHBIX U 00JIAUHBIX;

- TOPOCTYI0 BH3yaJIM3allMI0 JAHHBIX C TOMOIIBIO  JUarpaMm,
CO371aBa€MbIX IOJI30BATENIEM, a TAK)KE rPaAPUKOB U OTUETOB;

- MOHOJIUTHOE SIIPO CHUCTEeMbI Kak jiisi MmoHnutopuHra Windows, Linux
Cpel, TAK U MOHUTOPHUHTA CETEN U CETEe XPaHEHUSI TaHHBIX;

- BO3MOXHOCTbH Hcnoib3oBanus [1O nns obecriedeHus: CUCTEMBbI ydeTa
noTpeOIeHHUS peCypPCOB YaCTHOTO 00JaKa;

- obecrieyeHWe TIOJHOM  TOMJEPKKH  PE3EPBHOTO  KOMHMPOBAHUSA
BUPTyaJIbHBIX ~ MamMH  Ha  0a3ze  TexHojoruu  Hyper-V  Bkiouas
TUTIEPKOHBEPTCHTHBIC CIICHAPUH;

- PE3EpBHOEC KOMUPOBAHME W BOCCTAHOBJICHHUE 3aAlUIICHHBIX OT
aIMUHUCTPATOPOB BUPTYaAIbHBIX MAIlIVH;

- BO3MOXHOCThH JICJICTUPOBAHHUS  BOCCTAHOBJICHUSI  ONPEACICHHBIX
JTAaHHBIX TM0JIB30BATENIO;

- ofecrnieyeHue Mnepenadyd TOJBKO HW3MEHEHHBIX OJIOKOB JaHHBIX C
MOCJIEAHEN CECCUM PE3EPBHOTO KOMMPOBAHUS;

- BO3MOYKHOCTh HMCIOJIb30BaHHSI BUPTYAJIbHON CETH MEpeAauyd JTaHHBIX
JUIsL CBSI3M C OWONMOTEeKo xpaHeHuss B ciydae, korma [IO ycranoBieHo Ha
BUPTYAJIbHON MAIIIMHE;

- Hactpoiiky mnonutuk Enterprise Data Protection u3 koHconu, ais
NpEeAOTBPAICHUSI YTEUKHA KOPIIOPATUBHBIX JAHHBIX;

- MOHUTOPMHT M pacciefoBaHHe KuOep-aTak, HalpaBJIEHHbIX Ha
KOHEUHbIE YCTPOMCTBA, 3a CUET HMHTETpallMd C CEPBUCOM OOHAPYKEHUsI aTaK —
“Defender Advanced Threat Protection.”

[IpoaneHne TEXHUYECKON MNOAACPKKA CPOKOM Ha 3 roja HMEIOUIUXCH
JINIIEH3UI.

14, @dOyHKHUOHAIBbHBbIE, TeXHUYECKHEe M (WIH) IKCIUIyaTAlMOHHbIE
XapPaKTEePUCTUKH, 10 KOTOPBIM IPOrpaMMHOe o0ecnevyeHne, COOTBETCTBYIOIIee
kiaaccy «CepsepHoe u cBsasywmee I1O», cBereHnst 0 KOTOPOM BKJIIOYEHbI B
peecTp, He COOTBETCTBYET YCTAHOBJIEHHBIM 3aKAa34YMKOM TPeOOBAHMAM K
NMPOrpaMMHOMY 00ecre4eHHUI0, ABJISAKIINMCH 00bEKTOM 3aKyNKHU:

Hcxona u3 aHanusa nporpaMm, yKasaHHbIX B ETMHOM peecTtpe pOCCHMCKHUX
porpamMMm JijIsl SJIEKTPOHHBIX BBIYMCIUTEIBHBIX MAIllMH M 0a3 JaHHBIX, B KIACCe
nporpaMmm  «CepBepHoe u cBszytomiee [IO», He BBISIBIEHO HHU OJHOIO



IPOrpaMMHOT0 OOeCTeueHus], CBEICHUsI O KOTOPOM BKJIIOUeHBI B EnnHebIil peectp u
KOTOPOE€ COOTBETCTBYET TOMY € KJIAaCCy MPOrpaMMHOTO OOECleueHHUs, 4TO U
nporpaMmMHoOe oOecleyeHue, IUIaHUpYyeMOe K 3aKyIllKe, U KOTOpOE€ IO CBOUM
GyHKUIHMOHATBHBIM, TEXHUYECKUM M SKCIUTyaTallUOHHBIM XapaKTEPUCTUKAM MOTJIO
OBl COOTBETCTBOBATh YCTAHOBJIICHHBIM 3aKa3UUKOM TPEOOBAHUSAM K IJIAHUPYEMOMY
K 3aKyIKe POrpaMMHOMY OOECIICUEHHUIO.

Ha3Banust mporpamMmmHOro o0ecreyeHusi, CBEJACHUSI 0 KOTOPOM BKJIIOYEHBI B
pEECTp U KOTOPOE COOTBETCTBYET TOMY K€ KJACCy MPOrPAMMHOIO OOECIeUEHMs,
YTO U MporpaMMHOe oOecriedeHne, IBISIoIeecs: 00bEKTOM 3aKyIKU:

Bce MNCPCUHHUCIICHHOC IIPOTpaMMHOC HC COOTBCTCTBYCT TCXHHUUYCCKHUM U
9KCILTyaTallMOHHBIM XapaKTCPUCTUKaAM IIporpaMMHOI'O 06€CHC‘ICHHH,
ABJIAIOIICT OCS 00BEKTOM 3aKYIIKH.



